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Secure inter zone Communications — no shared memory

Secure multi zone kernel — boot room
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RISC-V Multi Zone Secure |loT Stack

Zone #1 Zone #2 Zone #3 Zone #4

Crypto

TLSv1.3, Cipher TLS_AES_128 GCM_SHA256
Peer signing digest: SHA256

RTOS TCP/IP Root of Trust TEE Console
U-mode Apps [FreeRTOS] [picoTCP] [wolfssL] [MultiZone] e P CeDiL P.256, 256 bits

Server public key is 256 bit
Private Key ASN1 OID: prime256v1
PMP Hardware

Private Key NIST CURVE: P-256

RISC-V Multi Zone Secure Communications

RSIC-V Multi Zone Kernel

ARTY FPGA - Rocket RV32 IMACU
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RISC-V Multi Zone Enclave — SMP Linux

Hardware-enforced Software-defined Boundaries (PMP) ——
Enclave #1 Enclave #2 Enclave #3 Enclave #4

S —
Terminal Terminal Terminal TEE Console
U_mOde AppS [bare metal] [bare metal] [bare metal] [bare metal]
U-mode IRQs

4 x SMP Linux

| IPC Driver IPC Driver UART FPGA Board PWM (LED)

MultiZone™ Secure Communications

Multi Zone IPC Driver Ethernet

MultiZone™ nanoKernel Multi Zone IPC

PMP Hardware

Hex Five E51 (RV64 IMACU)

Hex Five U54 (RV64 IMACFU)

Unlimited number of statically defined enclaves — ram, rom, i/0o, irg
Secure messaging with no shared mem — secure buffers for SMP Linux
Secure interrupt handlers mapped to enclaves and executed in U-mode
Trap & emulation of privileged instructions, Soft—timers, Secure boot

Free and open std APl maintained by Hex Five — ISC Permissive License
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RISC-V Multi Zone Enclave — Data Model

multizone.cfg

v . . = - o X
Opi — ~/eclipse-cdt-ws/hexfive-conf ﬂ ==
Tick = 10 # ms
Zone =1
base = Ox08008000; size = 32K; rwx = rx; # FLASH
base = Ox08001000; size = 4K; rwx = rw; # RAM
Zone = 2
base = 0x08010000; size = 32K; rwx = rx; # FLASH
base = Ox08002000; size = 4K; rwx = rw; # RAM
Zone = 3
base = 0x08018000; size = 32K; rwx = rx; # FLASH
base = Ox08003000; size = 4K; rwx = rw; # RAM
base = 0x2000104000; size = 0x100; rwx = rw # UARTO EXP
Zone = 4
base = Ox20040000; size = 64K; rwx = rx # FLASH
base = Ox08004000; size = 4K; rwx = rw # RAM
base = 0x10020000; size = 0x100; rwx = rw # PWM
Hart = 1,2,3,4
base = 0x01000000; size = 256; rwx = rw # DTIMO [Ox0100_0000 0x0100_0OFF] 256
base = Ox01000000; size = 8K; rwx = --- # DTIMO [0x0100_0000 0x0100_1FFF] 8K
base = Ox01800000; size = 8K; rwx = --- # ITIMO [0x0180_0000 0x0180_1FFF] 8K
base = 0x08000000; size = 128K; rwx = --- # L2LIM [@x0800_0000 0x0801_FFFF] 128K
base = Ox20000000; size = 8M; rwx = --- # FLASH [0x2000_0000 Ox207F_FFFF] 8M
base = 0x02004000; size = 8; rwx = --- # MTIMECMPO
base = 0x10020000; size =0x100; rwx = --- # PWM
base = 0x00000000; size = 256G; rwx = rwx # ACCESS ALL [0x@ - Ox3F_FFFF_FFFF] 256G
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RISC-V Multl Zone Enclave — AP

/* Copyright(C) 2019 Hex Five Security, Inc.

Permission to use, copy, modify, and/or distribute this software for
any purpose with or without fee is hereby granted, provided that the
above copyright notice and this permission notice appear in all copies.

*/

#ifndef LIBHEXFIVE_ H_
#define LIBHEXFIVE_H_

void ECALL_YIELD();
void ECALL WFI();

int ECALL_SEND(int, void *);
int ECALL RECV(int, void *);

void ECALL_TRP_VECT(int, void *);
void ECALL IRQ VECT(int, void *);

void ECALL_CSRS MIE();

void ECALL CSRC MIE();

void ECALL_CSRW_MTIMECMP(uint64_t);

’ulnt64_t ECALL CSRR _MTIME();

uint64_t ECALL CSRR MCYCLE();
uint64_t ECALL_CSRR_MINSTR();
uint64_t ECALL CSRR MHPMC3();
uint64_t ECALL CSRR_MHPMC4();

uint64_t ECALL CSRR MISA();

uint64_t ECALL CSRR MVENDID();
uint64_t ECALL CSRR_MARCHID();
uint64_t ECALL_CSRR MIMPID();

tEint64_t ECALL_CSRR_MHARTID() ;

#endif /* LIBHEXFIVE H_ */

L)

T 11

Permissive Licensing — “any purpose”

Hardware threads (zones) management
Inter zone messaging — zone0 SMP Linux

Traps & IRQs handlers registration (U-mode)

Traps & IRQs enable / disable — per zone
Hardware thread timer — per zone

Trap & emulation helpers
Read-only, selected CSRs
Completely optional — just for speed / latency
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RISC-V Multl Zone Enclave — SDK

/* Copyright(C) 2019 Hex Five Security, Inc.
void button_0_handler(void)__attribute__((interrupt("user")));

Permission to use, copy, modify, and/or distribute this software for void button_0_handler(void){ // global interrupt

any purpose with or without fee is hereby granted, provided that the
above copyright notice and this permission notice appear in all copies.
plic_source int_num = PLIC_claim_interrupt(&g_plic); // claim
*/
#ifndef LIBHEXFIVE H_ LED1_GRN_ON; LED1_RED_OFF; LED1_BLU_OFF;
#define LIBHEXFIVE H
GPIO_REG(GPIO_RISE_IP) |= (1<<BUTTON_O_OFFSET); //clear gpio irq
void ECALL YIELD();
id ECALL WFI(); . -
vot WF1() PLIC_complete_interrupt(&g_plic, int_num); // complete
int ECALL SEND(int, void *);

1Nt ELALL_KELV(1nT, voia ~); ECALL_SEND(1, ((int[]){201,0,0,0}));
vnid FCAIl TRD \II:FT(v'n+. vnid *\
void ECALL IRQ VECT(int, void *); }

void ECALL_CSRS_MIE(); ) A

void ECALL CSRC MIE(): /*configures ButtonO as a global gpio irq*/
B B void b0_irq_init() {

void ECALL_CSRW_MTIMECMP(uint64_t);

//disable hw io function

uint64_t ECALL CSRR MTIME
- “CSRR | g GPIO_REG(GPIO_IOF_EN) &= ~(1 << BUTTON_O_OFFSET);

uint64_t ECALL CSRR MCYCLE();

uint64_t ECALL_CSRR MINSTR();

uint64_t ECALL CSRR MHPMC3();
)

1 //set to input
uint64 t ECALL_CSRR_MHPMC4(

' GPIO_REG(GPIO_INPUT_EN) |=(1<<BUTTON_O_OFFSET);
uint64_t ECALL_CSRR MISA(); GPIO_REG(GPIO_PULLUP_EN) |= (1<<BUTTON_0_OFFSET);

uint64_t ECALL CSRR_MVENDID();

uint64_t ECALL_CSRR_MARCHID(); . .
uint64 t ECALL CSRR MIMPID(); //set to interrupt on rising edge

wint6a t ECALL CSRR MHARTID(): GPIO_REG(GPIO_RISE_IE) |= (1<<BUTTON_O_OFFSET);

#endif /* LIBHEXFIVE_H_ */ ECALL_IRQ_VECT(11, button_0_handler);
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Hex Five MultiZone™ Security

Hex Five Security, Inc. is the creator of MultiZone™ Security, the first trusted execution environment for RISC-V. Hex Five
open standard technology provides policy-based hardware-enforced separation for an unlimited number of security
domains, with full control over data, code and peripherals. Contrary to traditional solutions, Hex Five MultiZone™
Security requires no additional cores, specialized hardware or changes to existing software. Open source libraries, third
party binaries and legacy code can be configured in minutes to achieve unprecedented levels of safety and security.

http://hex-five.com



